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Abstract 

Cybersecurity is a critical concern in Internet of Things (IoT) environments, where interconnected devices 

are often vulnerable to a wide range of external attacks. Among these threats, data leakage attacks—such 

as the well-known Heartbleed vulnerability—pose serious risks by allowing attackers to extract sensitive 

information from system memory. IoT devices, including sensor nodes and gateways, are particularly 

susceptible due to their limited computational capabilities and the difficulty of applying timely security 

patches. This paper presents a lightweight measurement-based approach for inline intrusion detection of 

Heartbleed and similar attacks in IoT frameworks. Unlike traditional detection methods that rely on deep 

packet inspection or computationally intensive machine learning models, the proposed solution is based 

on a simple yet effective rule that does not require payload decoding. This makes it highly suitable for 

deployment on low-performance processing units commonly used in IoT devices. The proposed method 

can be easily integrated into both IoT sensor nodes and gateways, enabling real-time detection of 

suspicious activities without significant overhead. Experimental evaluations conducted on a real network 

demonstrate that the system achieves performance comparable to, and in some cases better than, more 

complex machine learning-based approaches. The approach provides an efficient and practical solution 

for enhancing IoT security, particularly in scenarios where device updates and patches are difficult to 

implement. 

Keywords: IoT security, intrusion detection, Heartbleed attack, lightweight detection, network security, 

cyber threats 

INTRODUCTION 

Network security monitoring and measurements 

are commonly used methodologies in 

information security operation centres. The 

network traffic is captured by means of suitable 

measurement probes and the related logs 

monitored to detect any illegal activities within 

the network. Intrusion detection systems (IDSs) 

are automatic systems specifically designed for 

identifying threats that are able to potentially 

create damage to information systems as data 

leakages, Distributed Denial of Service (DDoS), 

Bad Data Injection, to cite a few, and in different 
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contexts of application. Recent trends of 

cyberattacks go toward Internet of Things (IoT) 

and operational technology (OT) infrastructure 

which will involve more and more targets 

including critical infrastructures, traditional 

manufacturing facilities, even smart home 

networks, in the next years. Due to the 

prevalence of employees managing these 

systems via remote access, which provides a 

very good entry point for cybercriminals, it is 

expected that attackers will target industrial 

sensors to cause physical damage that could 

result in assembly lines shutting down or 

services being interrupted. Among the most 

popular cyberattacks, Heartbleed vulnerability 

took the Internet by surprise in April 2014 and 

allowed attackers to remotely read protected 

memory from an estimated 24%–55% of popular 

HTTPS sites. This kind of attack was due to a 

bug in OpenSSL, the most popular open-source 

cryptographic library that implements the SSL 

and TLS protocols. In particular, the 

implementation of TLS heartbeat extension had 

a bug allowing attackers to remotely access 

private data from both clients and servers. 

Although a suitable patch was quickly released 

for overcoming such a bug, recent scientific and 

technical literature prove how the problem of 

Heartbleed still persists in many contexts since 

systems that did not (or could not) upgrade to 

the patched version of OpenSSL are still 

affected by the vulnerability and open to attack. 

As matter of fact, any server or cloud platform 

should be relatively easy to patch. However, IoT 

devices may require more advanced mitigation 

techniques, because they are sometimes unable 

to be patched for practical reasons. Additionally, 

some companies often use a customized version 

of the vulnerable software. As an example, in 

the case of Heartbleed, OpenSSL is an open-

source library and some companies might have 

modified it for their purposes. In such cases, a 

direct patch is not possible–the company must 

then reintroduce its custom code into the new 

version of the library. This is often the reason 

why web open-source software is not 

immediately updated by companies even if 

critical new bugs are found.All these 

considerations, together with the fact that 

Heartbleed-like attacks can be still dangerous, 

push again the research activity toward defining 

suitable intrusion detection strategies able to 

identify such kinds of attacks. Moreover, the 

analysis of the literature has proved how, 

concerning Heartbleed and Heartbleed-like 

attacks, IDSs able to inline identify such kinds 

of attacks are not so far available. Generally, to 

develop an IDS, most of the solutions are based 

on Artificial Intelligence (AI) and Machine 

Learning approaches, which generally incur a 

significant computational burden, nevertheless 

in many application contexts concerning IoT, 

where devices and network systems are 

characterized by low costs and consequently by 
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low resources for data processing and storage, 

the applicability of such techniques is not always 

feasible. 

LITERATURE SURVEY 

"Detecting Heartbleed-Like Attacks in IoT 

Frameworks: A Survey" 

This comprehensive survey explores various 

approaches for detecting Heartbleed-like 

vulnerabilities in IoT frameworks. It covers 

techniques such as anomaly detection, signature-

based detection, and machine learning-based 

methods. The survey evaluates the effectiveness, 

limitations, and challenges associated with each 

approach and identifies promising directions for 

future research in this area. 

"Machine Learning-Based Intrusion Detection 

Systems for IoT Environments" 

This study focuses on the application of machine 

learning techniques for intrusion detection in 

IoT environments. It discusses the adaptation of 

existing intrusion detection methods to detect 

Heartbleed-like attacks specifically tailored for 

IoT frameworks. The study evaluates the 

performance of these methods in terms of 

detection accuracy, false positive rates, and 

resource consumption, providing insights into 

their practical applicability. 

"Anomaly Detection Approaches for IoT 

Security: A Review" 

Anomaly detection is a popular technique for 

identifying suspicious activities indicative of 

potential attacks in IoT systems. This review 

paper surveys various anomaly detection 

approaches, including statistical methods, 

machine learning algorithms, and hybrid 

techniques. It discusses the applicability of these 

approaches in detecting Heartbleed-like attacks 

and highlights the importance of feature 

selection and data pre-processing in enhancing 

detection accuracy. 

"Signature-Based Detection Techniques for 

IoT Security" 

Signature-based detection techniques rely on 

predefined patterns or signatures of known 

vulnerabilities to identify malicious activities. 

This paper investigates the effectiveness of 

signature-based detection methods in the context 

of IoT security, with a focus on detecting 

Heartbleed-like attacks. It discusses the 

challenges of maintaining up-to-date signature 

databases and the trade-offs between detection 

accuracy and computational overhead. 

"IoT Security Frameworks and Challenges: A 

Systematic Literature Review" 

This systematic literature review provides an 

overview of existing IoT security frameworks 

and identifies common challenges and 

vulnerabilities. It discusses the importance of 

incorporating intrusion detection mechanisms, 
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including those targeting Heartbleed-like 

vulnerabilities, into IoT security frameworks to 

mitigate potential risks. The review also 

examines the role of standardization efforts and 

regulatory compliance in enhancing IoT security 

practices. 

 EXISTING SYSTEM 

The internet of things (IoT) is a collection of 

common physical things which can 

communicate and synthesize data utilizing 

network infrastructure by connecting to the 

internet. IoT networks are increasingly 

vulnerable to security breaches as their 

popularity grows. Cyber security attacks are 

among the most popular severe dangers to IoT 

security. Many academics are increasingly 

interested in enhancing the security of IoT 

systems. Machine learning (ML) approaches 

were employed to function as intrusion detection 

systems (IDSs) to provide better security 

capabilities. This work proposed a novel 

distributed detection system based on machine 

ML approaches to detect attacks in IoT and 

mitigate malicious occurrences. Furthermore, 

NSL-KDD or KDD-CUP99 datasets are used in 

the great majority of current studies. These 

datasets are not updated with new attacks. As a 

consequence, the ToN-IoT dataset was used for 

training and testing. It was created from a large-

scale, diverse IoT network. The ToN-IoT dataset 

reflects data from each layer of the IoT system, 

such as cloud, fog, and edge layer. Various ML 

methods were tested in each specific partition of 

the ToN-IoT dataset. The proposed model is the 

first suggested model based on the collected data 

from the same IoT system from all layers. The 

Chi2 technique was used to pick features in a 

network dataset. It reduced the number of 

features to 20. 

Another feature selection tool employed in the 

windows dataset was the correlation matrix, 

which was used to extract the most relevant 

features from the whole dataset. To balance the 

classes, the SMOTE method was used. This 

paper tests numerous ML approaches in both 

binary and multi-class classification problems. 

According to the findings, the XGBoost 

approach is superior to other ML algorithms for 

each node in the suggested model. 

Disadvantages 

• The system doesn’t found DATA 

LEAKAGE DUE TO Lack of 

HEARTBLEED ATTACKS 

• The system doesn't implement Rule-based 

Methodology for supporting ML 

Algorithms. 

1.1 Problem Statement 

 
As the deployment of Internet of Things (IoT) 

devices continues to grow within smart city 

infrastructures, the inherent vulnerabilities of 
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these devices become increasingly apparent. 

Among the emerging threats, the risk of 

Heartbleed-like attacks poses a significant 

challenge to the security and integrity of sensitive 

data transmitted across the IoT framework. 

Heartbleed, a well-known security vulnerability 

in the OpenSSL cryptographic software library, 

has underscored the potential for attackers to 

remotely exploit weaknesses and compromise the 

confidentiality of information. 

The primary problem addressed by this project is 

the absence of an effective and resource-efficient 

measurement approach for the inline detection of 

Heartbleed-like attacks within smart city IoT 

frameworks. The challenge is to develop a rule-

based intrusion detection system capable of 

identifying patterns indicative of such attacks in 

real-time, without compromising the limited 

processing capabilities of IoT sensor nodes and 

gateways. The solution should be adaptive to the 

unique characteristics of smart city IoT 

deployments, ensuring continuous monitoring, 

timely alerting, and efficient mitigation 

techniques. 

The project seeks to bridge the gap in 

cybersecurity for smart city IoT frameworks by 

proposing a comprehensive and practical solution 

that safeguards against the growing threat of 

Heartbleed-like attacks, thereby ensuring the 

secure operation of critical infrastructure in the 

smart city ecosystem. 

 
PROPOSED SYSTEM 

In this framework, starting from the preliminary 

results provided in and on the basis of the past 

experience in the fields of measurements 

systems for network performance analysis, in 

this paper, the authors propose a novel 

measurement method designed for inline 

detecting on low performance systems, and able 

to identify heart bleed-like attacks on the basis 

of very straightforward and easy to implement 

rules. It falls in the class of network-based IDS 

and it is implemented by using very low-cost 

hardware and open-source software for data 

acquisition and analysis. To evaluate the 

performance of the proposed system, a suitable 

experimental setup has been realized for 

operating in real operating scenarios.  

The experimental characterization made on 

several kinds of real attacks and several kinds of 

real standard data traffic shows very good 

performance in terms of the ability to correct 

detecting the heart bleed-like attacks and in 

discriminating them from the standard traffic, 

thus keeping the number of false alarms low. 

Advantages 

1.Rule-Based Intrusion Detection System: 

Implement a rule-based system that can identify 

patterns and behaviours indicative of 

Heartbleed-like attacks within the network 

traffic. These rules should be specifically 

tailored for the characteristics of IoT devices and 

the potential threats they face. 
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2.Payload Inspection and Decoding: Develop a 

mechanism for inspecting and decoding network 

payloads to analyse the content for signs of a 

Heartbleed-like attack. Consider the unique 

challenges posed by IoT devices, optimizing the 

process for minimal impact on resource-

constrained processing units. 

3.Low-Performance Processing Optimization: 

Optimize the intrusion detection system to 

operate seamlessly on low-performance general-

purpose processing units commonly found in 

IoT devices. Utilize lightweight algorithms and 

efficient data structures to minimize resource 

consumption. 

4. full Packet Capture (PCAP) allows obtaining 

detailed information about packets belonging to 

the network, such as packet headers, packet size, 

protocol, flags. Moreover, it is also possible to 

read the packet payload containing private 

information or sensitive data. 

5.  Net Flow, unlike the aforementioned method, 

provides a measurement of some parameters 

about each flow. Examples of measurements are 

the number of bytes exchanged during a flow, 

the number of packets in both directions, and 

derived parameters (e.g. average, standard 

deviation, variance). 

IMPLEMENTATION 

1. Traffic Capture Module: 

➢ Responsible for capturing incoming and 

outgoing network traffic. 

➢ Might utilize network interfaces or 

specific sensors to collect traffic data. 

2. Traffic Analysis Module: 

➢ Analyzes the captured network traffic. 

➢ Identifies patterns or anomalies that 

could indicate potential attacks. 

3. Anomaly Detection Module: 

➢ Detects anomalies in the network 

traffic. 

➢ Utilizes various algorithms or heuristics 

to identify deviations from normal 

behavior. 

ALGORITHMS 

 
Naive Bayes: 

In the context of the project, Naive Bayes serves 

as a pivotal classification algorithm for 

distinguishing network traffic patterns. Its 

application involves categorizing the patterns as 

either normal or indicative of a Heartbleed-like 

attack based on specific features. By leveraging 

the inherent simplicity and effectiveness of 

Naive Bayes, the algorithm can effectively learn 

from labeled datasets, enabling the identification 
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of subtle deviations in network traffic indicative 

of potential threats in real-time IoT frameworks. 

Support Vector Machine (SVM): 

Support Vector Machine (SVM), a robust 

classification algorithm, is employed in the 

project to detect anomalies within network 

traffic associated with potential Heartbleed-like 

attacks. Known for its proficiency in handling 

complex datasets and binary/multi-class 

classification tasks, SVM establishes decision 

boundaries to distinguish between normal and 

potentially malicious traffic patterns. Its 

versatility in capturing intricate relationships 

within the data makes SVM a valuable asset in 

real-time intrusion detection for IoT 

frameworks. 

Logistic Regression: 

Logistic Regression plays a pivotal role in 

modeling the relationship between network 

traffic features and the likelihood of Heartbleed-

like attacks. This binary classification algorithm 

is well-suited for predicting the probability of 

intrusion events based on observed patterns in 

network traffic. By utilizing logistic regression, 

the project aims to gain insights into the 

probability of potential security breaches, 

contributing to the system's ability to make 

informed decisions in identifying and mitigating 

threats in IoT frameworks. 

Decision Tree: 

The project incorporates Decision Trees, known 

for their interpretability and clear decision-

making structures, to model the decision process 

for identifying Heartbleed-like attacks. Decision 

Trees analyze specific features in network traffic 

to establish criteria for classifying patterns as 

normal or potentially malicious. This algorithm's 

ability to visually represent decision-making 

processes makes it an invaluable tool for 

creating intuitive and transparent intrusion 

detection models in the IoT framework. 

Random Forest 

In enhancing the overall accuracy of intrusion 

detection, the project employs Random Forest, 

an ensemble learning method. By aggregating 

predictions from multiple Decision Trees, 

Random Forest provides a more robust 

classification of network traffic. This ensemble 

approach mitigates overfitting and variance, 

making it particularly effective for capturing 

nuanced patterns indicative of potential threats 

in real-time IoT frameworks. The versatility and 

accuracy of Random Forest contribute 

significantly to the reliability of the intrusion 

detection system. 

RESULTS 
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CONCLUSION 

The development of an inline intrusion detection 

system for detecting Heartbleed-like attacks in 

IoT frameworks presents a significant step 

towards securing IoT networks. Through this 

project, a comprehensive system has been 

crafted, capable of inspecting incoming traffic, 

identifying anomalies, and specifically 

recognizing patterns resembling Heartbleed 

vulnerabilities. 
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