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Abstract - Attribution in digital marketing has 

become increasingly challenging as privacy-first 

ecosystems and restrictions on user tracking 

reduce visibility into customer journeys. This 

paper examines how a privacy-aware, data-

driven attribution approach can improve the 

evaluation of marketing performance and 

customer conversion. Using a quantitative design 

and a synthetic digital marketing dataset of 9,000 

records, the study applies Python-based 

exploratory data analysis and machine learning 

models. Customer interaction patterns, 

marketing-channel contributions, and 

conversion likelihood are evaluated using 

Logistic Regression, Random Forest, and 

XGBoost. XGBoost achieved the strongest 

predictive performance, with 93.6% accuracy 

and 96.8% ROC-AUC. Feature-importance 

analysis identified session duration, clicks, and 

page views as the most influential predictors of 

conversion. The paper proposes a privacy-

preserving attribution framework that combines 

ethical data processing, machine learning, and 

transparent reporting. The results show how 

advanced analytics can support marketing 

decisions under privacy regulations and reduced 

tracking availability. 

Keywords: Attribution Modeling, Digital 

Marketing Analytics, Privacy-First Marketing, 

Machine Learning, Customer Journey Analysis, 

Marketing Attribution, Data Privacy. 

I. INTRODUCTION 

Background of the research  

Data analytics, artificial intelligence, and customer 

tracking technologies have transformed digital 

marketing. Attribution modeling has become an 

essential method for determining the role of 

different marketing channels across the customer 

journey and improving campaign performance [1]. 

However, growing privacy rules, third-party cookie 

restrictions, and consent requirements mean that 

marketers have less visibility into individual user 

behavior. These developments make it more 

difficult to evaluate marketing performance 

accurately and assign conversion credit across 

multiple touchpoints [2]. Since traditional 

attribution methods rely heavily on detailed tracking 

information, organizations need more sophisticated 

and privacy-sensitive analytical tools. Machine 

learning-based attribution models can analyze 

complex customer interactions, forecast conversion 

outcomes, and improve marketing decisions while 

reducing dependence on invasive tracking [3]. As a 

result, data-driven attribution has become 

increasingly important for sustainable digital 

marketing practice in a privacy-first environment. 

Problem statement  

The shift toward privacy-conscious online 

environments has created challenges for marketers 

seeking to measure campaign effectiveness and 

customer conversion pathways accurately [4]. 

Third-party tracking restrictions have led to 

fragmented behavioral data, even though such data 

plays an important role in marketing decision-

making. This research aims to develop a simplified 

attribution solution that enables businesses to 

generate reliable conversion insights without 

tracking every touchpoint across complex, multi-

channel customer journeys. In doing so, the study 

maintains a privacy-conscious approach to 

attribution modeling. 

Aim and Objectives  

The aim of the research is to develop a machine 

learning-based attribution modeling solution that 

enhances digital marketing performance analysis 

under changing tracking technologies. 

● To comprehend how privacy regulations 

and tracking restrictions are influencing 

the digital marketing attribution practice. 

● To analyze customer conversion trends and 

the effectiveness of marketing channels 

through data-driven analysis. 

● To create and compare machine learning 

models for predicting conversions and 

improving attribution accuracy. 

● To suggest a privacy-conscious attribution 

model that supports effective marketing 

decisions and campaign optimization. 

Novel Contribution  

This study provides a framework-based approach to 

privacy-conscious digital marketing attribution 

using machine learning algorithms. Unlike 

traditional attribution solutions that rely heavily on 

user-level tracking, the proposed approach measures 

marketing interactions through predictive modeling 

and identifies the factors most strongly associated 

with conversion. This paper is differentiated from 

broader privacy-preserving attribution frameworks 

by focusing specifically on data-driven attribution 

under changing tracking technologies. It offers a 
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proof-of-concept understanding of attribution 

performance under privacy limitations and 

illustrates how advanced analytics can support 

transparent and sustainable marketing decisions in 

evolving digital environments. 

II. LITERATURE REVIEW 

A. History and Significance of Digital Marketing 

Attribution Modeling 

 
Fig. 1: Digital Marketing and Attribution 

Modeling 

Digital marketing attribution modeling has become 

an important analytical method for determining the 

contribution of different marketing interactions 

across the customer journey. Conventional 

attribution methods, such as first-touch and last-

touch models, often provide limited insight because 

they cannot fully represent modern multi-channel 

consumer behavior. Prior digital attribution 

frameworks show the importance of considering 

multiple digital interactions when assessing 

advertising impact on online consumer behavior [5]. 

Digital advertising research also shows that 

attribution modeling is useful for evaluating channel 

performance and improving marketing effectiveness 

[6]. Multi-channel attribution strategies can help 

organizations improve marketing returns by 

optimizing resource allocation across platforms [7]. 

Bayesian structural time-series models are also 

useful for estimating causal effects and improving 

analytical decision-making [8]. Recent research 

highlights the importance of using advanced 

analytics and intelligent modeling methods to 

address weaknesses in traditional attribution and 

improve performance measurement in increasingly 

complex digital environments [9]. 

B. Challenges and Opportunities of Attribution 

Modelling Under Evolving Tracking 

Technologies 

TABLE 1: Challenges and Opportunities of 

Attribution Modelling 

Area Challenges Opportunities 

Third-party 

cookies 
Reduced cross-site 

tracking 
First-party data 

growth 

Area Challenges Opportunities 

Customer journey 
Missing or 

disconnected 

touchpoints 

Advanced journey 

analytics 

Attribution 

accuracy 
Harder conversion 

credit assignment 
Data-driven 

attribution models 

Cross-platform 

tracking 
Limited user 

identification 
Aggregated 

measurement 

Data availability Reduced behavioral 

signals 
Predictive ML 

analytics 

Campaign 

measurement 
Uncertain channel 

contribution 
Feature-based 

evaluation 

Tracking 

technology 
Rapid technology 

changes 
Adaptive attribution 

frameworks 

Marketing 

decisions 
Higher measurement 

uncertainty 
AI-supported 

optimization 

The rapid development of tracking technologies has 

changed digital marketing attribution by creating 

both new challenges and new opportunities. The 

phase-out of third-party cookies, heightened privacy 

limitations, and reduced cross-platform tracking 

have limited marketers’ ability to observe complete 

customer journeys [10]. These restrictions create 

greater uncertainty in campaign effectiveness 

measurement and channel performance evaluation 

[11]. Changing tracking landscapes have 

encouraged organizations to adopt data-driven 

attribution practices based on first-party data, 

machine learning, and predictive analytics [12]. 

Studies suggest that intelligent attribution models 

can uncover hidden patterns in customer interactions 

and optimize marketing activity even when tracking 

information is incomplete [13]. In addition, artificial 

intelligence enables more flexible analysis of 

customer journeys and can support more effective 

resource allocation. 

C. Data-Driven Attribution Modeling by using 

machine learning 
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Fig. 2: Data-Driven Attribution Modeling 

Machine learning has become an effective solution 

for improving digital marketing attribution by 

tracking complex customer interactions and 

predicting conversion behavior [14]. Compared with 

conventional attribution methods based on 

predetermined rules, machine learning algorithms 

can analyze large volumes of structured and 

behavioral data to uncover difficult-to-detect 

patterns and evaluate the effectiveness of multiple 

marketing channels [15]. Widely used supervised 

learning techniques such as Logistic Regression, 

Random Forest, and XGBoost are applied to 

conversion prediction, customer response analysis, 

and marketing performance optimization [16]. 

These models help marketers identify factors that 

influence purchase intentions and optimize resource 

allocation across campaigns [17]. In addition, 

machine learning-based attribution models can 

capture nonlinear relationships between customer 

engagement behavior and conversion outcomes, 

providing deeper insight than traditional methods 

[18]. However, challenges remain around model 

interpretability, data quality, and privacy 

limitations. Therefore, explainable and privacy-

aware machine learning strategies are important for 

building credible attribution models in 

contemporary digital marketing settings. 

D. Future and Privacy-Preserving in Digital 

Marketing Analytics 

 
Fig. 3: Privacy-Preserving in Digital Marketing 

Analytics 

Privacy-sensitive digital marketing analytics is an 

emerging research area focused on preserving 

analytical effectiveness without compromising 

consumer information [19]. As organizations 

become less able to track users and collect personal 

data, alternative strategies are needed to enable 

accurate attribution without privacy loss. Methods 

such as first-party data usage, anonymized data 

analysis, federated learning, and privacy-enhancing 

technologies can reduce dependence on invasive 

tracking systems [20]. These strategies allow 

organizations to access useful marketing insights 

while improving transparency and regulatory 

compliance [21]. Current attribution schemes 

remain limited by challenges in data availability, 

scalability, explainability, and cross-platform 

measurement [22]. Future digital marketing 

analytics should combine predictive accuracy with 

ethical data management [23]. Privacy-conscious 

attribution models can help organizations optimize 

marketing performance while maintaining consumer 

trust [24]. 

Literature Gap  

Current literature has examined attribution 

modeling, privacy issues, and machine learning 

applications individually, but there is limited 

research integrating these fields into a single 

privacy-conscious attribution system. Existing 

approaches also provide limited analysis of machine 

learning-based attribution under restricted tracking 

conditions. This study addresses this gap by 

developing a data-driven predictive analytics and 

privacy-aware attribution framework. 

III. RESEARCH METHODOLOGY 

Research Design and Approach 

A quantitative research methodology is used to 

examine the effectiveness of attribution modeling in 

a privacy-first digital marketing context. The study 

follows a deductive approach and evaluates the 

relationship between digital attribution, privacy 

constraints, and machine learning-driven marketing 

analytics using simulation-based data. It uses a data-

driven research design in which synthetic digital 

marketing data are analyzed using Python-based 

analytical tools. The research design aims to 

establish relationships between marketing 

interactions, customer behavior, and conversion 

outcomes. 

Data collection and description of dataset used 

A synthetic digital marketing dataset created to 

replicate realistic patterns of customer interactions is 

used in this study, with 9,000 records. The dataset 

contains marketing attributes such as advertisement 

impressions, clicks, online activities, campaign 

sources, customer interactions, marketing 

expenditures, and conversion outcomes. The key 

variables include marketing channel, campaign type, 
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customer engagement behavior, interaction 

frequency, advertising spend, and conversion. By 

analyzing a synthetic dataset designed to reflect 

realistic marketing behavior, the study examines 

attribution patterns while avoiding the use of 

personally identifiable customer information. 

Python programming tools are applied to the dataset 

to identify conversion-related factors and evaluate 

attribution performance. 

Pre-processing data and data exploration 

The dataset is preprocessed before analytical 

modeling to improve data quality and consistency. 

This stage includes handling missing values, 

removing duplicate records, encoding categorical 

variables into numerical form, and normalizing 

relevant features. Exploratory Data Analysis (EDA) 

is conducted to understand customer behavior and 

marketing performance trends [25]. Relationships 

between marketing activities and conversion 

outcomes are analyzed using statistical summaries, 

correlation assessment, and visualization. Data 

preparation, visual exploration, and analytical 

modeling are supported using Python libraries such 

as Pandas, NumPy, Matplotlib, Seaborn, and Scikit-

learn [26]. The dataset is split into an 80:20 train-test 

split to evaluate model performance. Fivefold cross-

validation and hyperparameter optimization are 

conducted to improve model performance. Data 

leakage is checked by ensuring that feature selection 

and preprocessing are performed only on the 

training data before evaluation on the test set. 

Attribution Analysis in the form of machine 

learning 

Traditional Attribution Models 

First Touch Attribution 

𝐶𝑟𝑒𝑑𝑖𝑡𝑖 = {100%, 𝐹𝑖𝑟𝑠𝑡 𝐼𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜𝑛 
   {0%, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 

Last Touch Attribution 

𝐶𝑟𝑒𝑑𝑖𝑡𝑖 = 100%  
Linear Attribution 

𝐶𝑟𝑒𝑑𝑖𝑡𝑖 =  
1

𝑛
 , where n = number of customer 

interactions 

The analysis uses machine learning models to create 

a data-driven attribution model. Three supervised 

learning algorithms are used: Logistic Regression, 

Random Forest, and XGBoost. These models 

predict the probability of customer conversion and 

measure the contribution of marketing channels. 

Logistic Regression 

𝑃(𝑌 = 1) =  
1

1 + 𝑒−(𝛽0+𝛽1𝑋1+...+𝛽𝑛𝑋𝑛) 
 

Random Forest 

𝐼𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑐𝑒(𝑋) = ∑𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛(𝐺𝑖𝑛𝑖)  
Conversion likelihood is analyzed using Logistic 

Regression and Random Forest, helping identify 

important features through interpretable and 

ensemble-based decision analysis. 

XGBoost  

𝐿𝑜𝑠𝑠 = ∑𝐿(𝑦𝑖, 𝑦𝑖̂) + ∑𝛺(𝑓𝑘)  
XGBoost is used to capture complex relationships 

through gradient boosting and improve predictive 

performance. Accuracy, precision, recall, F1-score, 

and ROC-AUC are used to evaluate model 

performance. Feature importance analysis is also 

used to identify the strongest marketing attributes 

influencing customer conversion decisions. 

Non-converted users represent a larger share of the 

dataset than converted users, creating class 

imbalance. This imbalance is considered during 

model evaluation by using precision, recall, F1-

score, and ROC-AUC, rather than accuracy alone, to 

support a more reliable performance assessment. 

Research Methodology Flow Diagram 

 
Fig. 4: Flow Diagram  

Algorithm Pseudocode 
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Fig. 5: Pseudo Code 

Ethical Considerations 

The study is conducted in accordance with ethical 

standards for responsible data analytics and digital 

marketing research. It does not involve direct 

contact with customers or the collection of personal 

data, because the analysis uses a synthetic dataset 

designed to reflect aggregated behavioral patterns 

[27]. The study therefore protects customer privacy 

by avoiding personally identifiable information. 

Data processing follows principles of 

confidentiality, transparency, and responsible use 

[28]. Machine learning models are assessed to 

minimize bias risks and support fair interpretation of 

results. The study also recognizes the importance of 

balancing consumer privacy rights with marketing 

personalization. 

IV. PRIVACY-PRESERVING ATTRIBUTION 

FRAMEWORK 

 
Fig. 6:  Attribution framework 

The proposed privacy-preserving attribution 

framework offers a guided method for analyzing 

digital marketing performance while protecting 

consumer privacy. The framework begins with first-

party and privacy-safe data collection across 

channels such as websites, mobile applications, 

email, social media advertisements, search 

advertisements, and display advertisements. The 

privacy protection layer supports ethical data 

processing through consent control, data 

minimization, anonymization, pseudonymization, 

secure storage, and alignment with privacy 

standards such as GDPR and CCPA [29]. The 

attribution modeling layer combines conventional 

attribution methods with machine learning 

algorithms such as Logistic Regression, Random 

Forest, and XGBoost to assess channel contribution. 

The framework then produces practical insights 

through channel contribution analysis, campaign 

optimization, privacy-compliant marketing 

decisions, and transparent reporting. 

V. RESULTS AND DISCUSSION 

 
Fig. 7: Marketing channels distribution 
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The marketing-channel distribution chart shows the 

number of customer interactions across different 

digital channels. Paid Search has the highest 

interaction volume (2,450), followed by Social 

Media (2,150) and Email (1,680), indicating high 

engagement across these channels. Display Ads, 

Referral, Direct, and Other channels have 

comparatively lower interaction rates. 

 
Fig. 8: Conversion rates by marketing channels 

The conversion-rate analysis compares the success 

levels of different marketing channels. Email has the 

highest conversion rate at 15.3%, followed by Direct 

at 13.1% and Paid Search at 12.6%. Social Media 

and Referral show moderate performance, while 

Display Ads and Other channels show lower 

conversion rates. 

 
Fig. 9: Customer Engagement Behavior 

Analysis 

The boxplot compares session duration between 

converted and non-converted users. Converted 

customers have an average session duration of 

approximately 7.6 minutes, compared with about 3.1 

minutes for non-converted users. This suggests that 

longer engagement is associated with a higher 

likelihood of conversion. 

 
Fig. 10: Cost of advertising versus Conversion 

rate 

The scatter plot illustrates the relationship between 

advertising expenditure and conversion rate. The 

positive trend line suggests that higher advertising 

investment is generally associated with stronger 

conversion performance, although variation among 

data points indicates that spend alone does not 

determine success. 

 
Fig. 11: Customer Journey Touchpoint Analysis 

The customer journey diagram illustrates the flow 

from first marketing contact through intermediate 

engagement and final conversion routes. Key 

gateways include Paid Search, Social Media, Email, 

and Display Ads, while customer progression is 

represented through website visits, product pages, 

carts, and checkout. 

 
Fig. 12: Distribution of Conversion Class 

The conversion-class distribution chart shows the 

ratio of converted and non-converted customers. 

The dataset contains 2,730 converted users and 

6,270 non-converted users, creating an imbalanced 
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target class. This imbalance is important for 

machine learning because classification models 

must be evaluated with metrics beyond accuracy. 

 
Fig. 13: Importance Analysis (Random Forest) 

of feature 

The Random Forest feature importance analysis 

identifies the strongest variables influencing 

customer conversion prediction. Session Duration 

has the highest importance score (0.32), followed by 

Clicks (0.24) and Page Views (0.16). Previous 

Campaigns, Impressions, and Cost show moderate 

influence, while Device Type and Age Group 

contribute less. 

 
Fig. 14: Model comparison of performance 

The model performance comparison evaluates 

Logistic Regression, Random Forest, and XGBoost 

using accuracy, precision, recall, F1-score, and 

ROC-AUC. XGBoost achieves the highest accuracy 

and ROC-AUC, with 93.6% and 96.8%, 

respectively, followed by Random Forest with 

91.4% accuracy and 95.3% ROC-AUC. Logistic 

Regression shows comparatively lower 

performance. 

Results Discussion 

TABLE 1: Model Summary  

Model Accuracy 

(%) 
Precision 

(%) 
Recall 

(%) 

F1-

Score 

(%) 

ROC-

AUC 

(%) 

Logistic 

Regression 85.3 83.1 84.3 83.7 90.1 

Model Accuracy 

(%) 
Precision 

(%) 
Recall 

(%) 

F1-

Score 

(%) 

ROC-

AUC 

(%) 

Random 

Forest 91.4 90.2 90.8 90.5 95.3 

XGBoost 93.6 92.7 93.1 92.9 96.8 

The results indicate that machine learning-driven 

attribution modeling can improve performance 

measurement in privacy-first digital marketing 

contexts. The comparative analysis shows that 

XGBoost has the strongest predictive performance, 

outperforming Random Forest and Logistic 

Regression in accuracy, F1-score, and ROC-AUC. 

Feature importance analysis identifies customer 

engagement factors, especially session duration, 

clicks, and page views, as the strongest predictors of 

conversion. These results suggest that behavioral 

signals can support effective attribution without 

relying on high-intensity personal tracking. The 

proposed privacy-preserving system provides a 

balanced approach that combines predictive 

analytics, ethical data practices, and marketing 

optimization. 

Study limitations 

1. Limited Dataset Representation: 

The research is based on a synthetic digital 

marketing dataset, so it may not fully capture 

variation across industries, customer behaviors, and 

real marketing environments. Differences in 

consumer preferences, market conditions, and 

platform-specific interactions can affect the 

generalizability of the results [30]. 

2. Privacy and Data Availability Policies: 

Growing privacy constraints reduce access to 

detailed behavioral information about customers. 

This can limit the ability of attribution models to 

capture complete customer journeys and precisely 

evaluate all marketing interactions across digital 

channels. 

VI. CONCLUSION AND FUTURE WORK 

This study highlights the growing role of privacy-

conscious attribution modeling in addressing 

challenges created by modern digital tracking 

constraints. The results show that machine learning 

techniques can improve marketing attribution 

accuracy by identifying key customer behavior 

patterns without excessive dependence on personal 

tracking information. XGBoost was the best-

performing model among those evaluated, 

supporting its applicability for analyzing complex 

customer journeys. The proposed privacy-aware 

attribution model combines ethical data processing, 

predictive analytics, and marketing optimization to 
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support sustainable decision-making. This study 

contributes to the development of transparent and 

effective attribution strategies in privacy-centric 

digital marketing environments. 

Future research can extend this work using larger 

real-time marketing datasets and more advanced 

privacy protection technologies, including federated 

learning and differential privacy. Future studies may 

also investigate deep learning methods for customer 

journey modeling, explainable artificial intelligence 

techniques, and cross-platform attribution to 

improve transparency, scalability, and predictive 

performance in privacy-restricted digital marketing 

contexts. 
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