International Journal for Innovative
€ngineering and Management Research

A Peer Revieved Open Access International Journal
www.ijiemr.org

ELSEVIER
SSRN

2021IJIEMR.Personal use of this material is permitted. Permission from JIEMR must

be obtained for all other wuses, in any current or future media, including
reprinting/republishing this material for advertising or promotional purposes, creating new
collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted
component of this work in other works. No Reprint should be done to this paper, all copy
right is authenticated to Paper Authors

IJIEMR Transactions, online available on 15th Nov 2021. Link
:http://www.ijiemr.org/downloads.php?vol=Volume-10&issue=ISSUE-11

DOI: 10.48047/JIEMR/V10/111/14

Title Block chain based Malware Detection using Machine Learning Algorithms for loT

enabled E-Health Applications
Volume 10, Issue 11, Pages: 93-100

Paper Authors
K. Janaki Ram, M. Vamshi Krishna, Ms. M Lakshmi Sri Vani

USE THIS BARCODE TO ACCESS YOUR ONLINE PAPER

To Secure Your Paper As Per UGC Guidelines We Are Providing A Electronic
Bar Code

Vol10 Issue 11, Nov 2021 ISSN 2456 - 5083 www.ijiemr.org



International Journal for Innovative

€ngineering and Management Research

A Peer Revieved Open Access International Journal

WWW.1jlemr.org
ACCESSIBILITY AND ASSISTIVE TECHNOLOGY:A CASE STUDY
OF AAROGYA SETU APPLICATION

K. Janaki Ram, M. Vamshi Krishna,>Ms. M Lakshmi Sri Vani

L2 ssistant Professor, Department of ECE, Vignan’s Foundation for Science, Technology & Research,
Deemed to be University, Guntur, Andhra Pradesh
3Assistant Professor, Department of Information Technology, Andhra Layola Engineering College Vijayawada,
Andhra Pradesh
Abstract:

World is pacing in ultra-high speed with huge population along with drastic changes in the technology day-by-
day. This results in new era of applications, tools, and devices to make human life simpler. But the
advancements in technology and human life leads to number of problems like lack of security, privacy, health
and many more. In recent time the most dangerous problem that has been haunting the whole human race in
various continents is COVID-19 virus. There are number of assistive technologies that has been created and
deployed around the world to cope up and sustain in this pandemic situation. Now we are going to discuss one
of the mobile assistive applications which helps to reduce the spreading of this contiguous virus in our country
which is named as AAROGY ASETU by Indian government. Thisis a pan India application to monitor, prevent
as well as analyse the spreading of covid virus around the country. The assignment follows with the pros and
cons of the application along with accessibility audit of the mobile app and finally proposed solution for the
problems identified by the
analysis.

Key Words: Aarogya setu App, COVID — 19, Indian Government

Introduction . L . - .
This application is specifically considered for

The mobile applications in short form App’s are accessibility auditing because this has been made a

used for assisting the mobile users for various compulsion for al international travelling users,
applications in their day-to-day life. Now-a-days along with interstate travellers and to get access for
people are completely relied upon mobile apps many other public places. This is a government
which are handy to carry and at the same time easy initiative to assess the population in our country to
to maintain. As the world is looking forward to 5G reduce the contamination of the vi.rus [4]. Thereare
technology the processing speed of the devices are number of apps that has been defined for the same
increasing drastically day-by-day[2]. To eradicate app_hcanon that are authorised by_varlous states_ in
the most contagious current virus that is COVID- India. The list of apps and their corresponding
19, Indian government had initiated a mobile applications and their state authorizations are as
application and named it as Aarogyasetu app shown below[3][5][7].

[31[7].

INDIAN AUTHORITIES HAVE LAUNCHED NEARLY 62 COVID-RELATED APPS SO FAR

WHO MADE IT

QUARANTINE
MONITORING

Figurel.1: Mobile appsfor COVID prevention that are authorised by various states
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In figure 1.1, we can observe that Arogya setu is
considered as a PAN Indian mobile app that has
been considered across the country [13].The app is
specifically targeted for the people who are either
effected by COVID-19 or people who are having
symptoms of the virus to maintain social distancing
so that the containment of this virus would reduce
[11] and at the same time government can analyse
the situation to take necessary precautionary
measures.

Usability testing

Compatihility testing

Interface testing

Service testing

Low-level resource testing
Installation testing

Let us take a quick view of each testing process
and at the same time discuss about the tools used
while testing those aspects [2]. Most of the audit
process is mainly done using Browser stack tool

©) BrowserStack AppLive

WWW.1jlemr.org

Audit process:

The accessibility auditing of a mobile application
must be done with various testing scenarios that
has to be run on devices with different
hardware/software specifications. To do this, there
are several testing procedures in the audit process.
Here, is the list of mgjor tests that are done while

auditing this mobile application.
e  App security testing
e Operationa testing
e Native and hybrid app testing
e Front end testing
e Network compatibility testing

which is a desktop-based interface tool to simulate
the applications in various devices virtually to
verify the app functionality and various aspects of
the application. [7]

@ 14 mins left on your Free Trial

(@ Upload your.ipa, apk, .aab files here.

[y Uploaded Apps

D FREE TRIAL
REAL DEVICES

Google (21)

Aarogya Setu_v1.4.1_apkpure... Samsung (39)

V14,16 hours ago by me
OnePlus (5)
Motorola (5)
Xiaomi (3)
Vivo (1)
Oppo (L)

Huawei (1)

€ VIEWALL SOURCES

18>8

ANDROID ‘ i0s
REALDEVICES REAL DEVICES

Pixel3 9

Figure 2.1: testing of mobile appsin various devices using Browser stack
tool (https://www.browserstack.com/)

As shown in figure 2.1 the Aarogya setu app has
been uploaded [15] as shown on the left side of the
tool and the required android and iOS devices can
be selected to audit the accessibility of the mobile
app. The mobile apps in .apk and .ipa forms which
used for android and iOS users respectively can be
obtained from Apkmonk site which is an open-
source platform for al kinds of apps and their
versions.

The Aarogya setu app mainly uses Bluetooth along
with mobile location services to identify the actual
location of the user. So, it is compulsory to use
Bluetooth and device location on al the time when
the user must use this application. This can be seen
in the figure 2.2 as shown bel ow.
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Figure 2.2: identification of number of usersin the device radius (https.//www.aar ogyasetu.gov.in/)

Usability testing: (Tool used: Browser stack,
jadx-gui)

The usability testing deals with the app usage
flexibility aong with the flow that has been
maintained for smooth functioning of the app. The
application flow deals with:

e Background performance of the app: In

this testing we mainly check whether the
app accepts the calls and messages while
using the app[8].

e Integration with other services: In this
testing we mainly focus of integration of
the app with various services of the
mobile device like GPS, Bluetooth, Wi-Fi,

messaging etc

@ Text search

x
Search for text:
bluetooth
Search definitions of: Search options:
[Jclass [JMethod [JField []Eodd [ Case insensitive
Node Code
@ osemeusaus L) memsvuL e v T N
& e.a.a.i.a.c() BluetocothGattService return blustoothGattservice;
& e.a.a.i.a.d(AdvertiseSettings$Builder, AdvertiseData, boolean) void BlustoothLeAdvertiser bluetoothlLeAdvertiser;
& e.a.a.i.a.d(AdvertiseSettings$Builder, AdvertiseData, boolean) void if (p.b.f() & this.f872e != null 2& (blusteothLeAdvertiser = this.b) != null
& e.a.a.i.a.d(AdvertiseSettings$Builder, AdvertiseData, boolean) void bluetoothLeAdvertiser.startAdvertising({builder.build{}, advertiseData, this.{
& e.a.a.i.a.e() void BluetoothLeAdvertiser bluetoothLeAdvertiser = this.b;
& e.a.a.i.a.e() void if (bluetoothLeAdvertiser != null) {
& e.a.a.i.a.e() void blugtoothLeAdvertiser. stopAdvertising(this. f872e);
@ e.8.a.1l.a.0@016a.a(LocationResult) void BluetcothData bluetoothData = new BluetoothData("", @, "", "", null, 16, null
& e.a.a.l.a.C8816a.a(LocationResult) void bluetoothpata.setlatitude(g.getlatitude());
o e.a.s.1.a.C8816a.a(LlocationResult) void blustoothData.setlongitude(g2. getlongitude());
@ =.a.a.l.a.C@016a.a(LocationResult) void String.valueOf(bluetoothData.getlatitude()
@ e.2.2.1.a.C0016a.a(LocationResult) void String.valueof(bluetoothData.getlongitude(}); .
< >

Figure 2.3: Usage of Bluetooth for the identification of user actual location

In figure 2.3, we can observe from the last two
attributes in the code that the latitude and longitude
of the device has been identified by using device
Bluetooth[12].

Compeatibility testing: (Tools used: Browser
stack)

This testing deals with the app performance in
various platforms and different devices like iOS,
Android, Microsoft [13].

e Navigation of different screens easily: In
this testing we mainly check whether the
app works with split screen view.

Interface testing: (Toolsused: Browser stack)

This testing mainly deals with the Ul design and
workflow which is mainly focused on the menu
bars, navigations, gestures, settings etc.

Vol10 Issue 11, Nov 2021 ISSN 2456 - 5083 Page 95



International Journal for Innovative
€ngineering and Management Research

A Peer Revieved Open Access International Journal

WWW.1jlemr.org

>

< 4]
ul
4 Assess Again

uedng Aarogya Setu App
Partially Vaccinated (Unvesified)

Aarogya Setu

13,909 usets ste using Astogya Setu App

How Lo update vaceination status of people tagged

oh‘lﬂulamun.wnhmvadluml
"\, CallHelpline |

Important!!

Q You are Safe

W e B

Figure 2.4: Results showing how App not supporting devicerotation gesture

In figure 2.4, we can observe the interface is not This testing is mainly focused on the working of
supporting device rotation gesture for this app [14]. the app in online and off-line modes wheresas, this
app supports in both the modes which can be tested
using the throttle network option in browser stack
tool as shown in figure 2.5 below [9].

Servicestesting: (Toolsused: Browser stack)

Throttle Natwork

irn off netwark simulation

Figure 2.5 Servicetesting of App using network throttle option

L ow-level resourcetesting:(Tools used: Browser can observe that the data base will be deleted for
stack) every 3 months as per the terms and conditions

This testing mainly focuses on Validating local p-

data base issues. In figure 2.6 as shown below we

@ Text search

Search for text:

SQUITE
Search definitions of: Search options:
ldass [Methed []Field []cCode ] Case insensitivel
Node Code
@ q.y.a.b /* compiled from: SupportSQLiteDatabase */
B q.y.a.c import android.database.5qlite.5QLiteDatabase;
B q.y.a.c /% compiled from: SupportSQLitEcpentelper */
@ q.y.a.c /* compiled from: SupportSQEitecpen "/
& q.y.a.c.a.a(string) veid Log.w("Support5QLIEE", "deleting the database file: " + str);
& q.y.a.c.a.a(String) void SQLitepatabase.deleteDatabase(new File(str));
& q.y.a.c.a.a(String) void Log.w("SupportSQLiEE", "delete failed:
& q.y.a.c.a.b(b, int, int) void /% compiled from: SupportSQUiEEOpen er

& q.y.a.c.b.b(Context, String, c$a, boolean) void m: SupportSQLUtEcpen

@ q.y.a.d : SupportSQUUEEProgram
D q.y.a.e /% compiled from: SupportSQUiEeQuery */
®q.y.a.f.a import android.database.sqlite.SQLitecursor;
®q.y.a.f.a import android.database.sglite.SQLiteCursorDriver;
@ q.y.a.f.a import android.database.sqlite.5QLiteDatabase;

® q.y.a.f.a import android.database.sqlite.SQLitequery;

@® q.y.a.f.a /* compiled from: FrameworkSQUiteDatabase */

<

Figure 2.6 Verification of database issues using jadx-gui tool [15]®

Installation testing: (T ools used: Browser stack) Application  Security:(Tools  used: ajadx-gui,

This testing mainly focuses on the validation of Browser stack)

installation and uninstallation of the app in various
deviceq[15].
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The Application security testing deals with various e Penetration testing:
vulnerabilities of the app while using in various
environments like network usage, security, and
privacy. The major functions of thistesting are:

A major part of testing that must be done
for every application to identify the CIA
triad of the application.

& Text search X
Search for text:

bluetooth

Search defintions of: Search options:

[Jclass [Method [JField [ Eods [ Case insensitive

Hode Code

T ———— e e M e e S e E e e e < eme N
& e.a.a.i.a.c() BluetoothGattService return bluetoothGattService;

& e.a.a.i.a.d(AdvertiseSettings$Builder, AdvertiseData, boolean) void BluetoothLeAdvertiser blugtoothLeAdvertiser;

& e.s.a.i.a.d(AdvertiseSettings$Builder, AdvertiseData, boolean) void if (p.b.f() 8& this.f872e != null 82 (blueteothLeadvertiser = this.b) != null
& e.a.a.i.a.d(AdvertiseSettings$Builder, AdvertiseData, boolean) void bluetoothLeadvertiser. startadvertising(builder.build(), advertiseData, this.i
& e.a.a.i.a.e() void BluetoothLeAdvertiser blueteothLeAdvertiser = this.b;

& e.a.a.i.a.e() void if (bluetosthLeAdvertiser != null) {

& e.a.a.i.a.e() void bluetooth eAdvertiser.stopAdvertising(this.f872e);

& e.a.a.l.a.C0016a.a(LocationResult) void BluetoothData blueteethData = mew BluetoothData("”, 2, "", "", null, 16, null
@ e.3.a.l.a.C@816a.a(LocationResult) void bluetoothData.setLatitude(g.getlatitude());

& e.a.a.l.a.C016a.a(LocationResult) void bluetoothData. setlongitude (g2. getlongitude());

& e.a.a.l.a.C0l6a.a(LocationResult) void String.value0f(bluetoothData. getlatitude());

& e.a.a.l.a.C0l6a.a(LocationResult) void String.value0f(bluetoothData. getLongitude()); .
< >

Figure2.7: Penetration test result showing accessing Bluetooth for device location

e Data protection capability user. In figure 2.8, we can see that the app

L L . is accessing the contact list from the
The application must maintain the device

o ] : device.
secrecy to maintain privacy of the device
@ Text search
Search for text:
contacts|
Search definitions of: Search options:
[Adass [AMethod [AField [ Code [] case insensitive
MNode Code
% r.b.a.m.s.0.{...} void uriMatcher.addURI("com.android. EOREACEs", "EGREACEs/lockup/*/#", 1);
% r.b.a.m.s.0.{...} void h.addURT("com.android. contacts”, "contacts/lockup/*”, 1);
% r.b.a.m.s.0.{...} void h.addURI("com.andreid. contacts", "gentacts/#/phote”, 2);
% r.b.a.m.s.0.{...} void h.addURI("com.android.Contacts”, "gontacts/#", 3);
% r.b.a.mes.o.{...} void h.addURI("com.android. contacts”, "centacts/#/display_phote”, 4)3
¥ r.b.a.m.s.0.{...} void h.addURI("com.android. contacts", "phone_lookup/*", 5);

Figure 2.8: penetration test result showing app accessing the contact list from the device

e Network security protocol: The app is This testing mainly focuses on the testing of
using SHA 256 with RSA protocol for backups during data loss while updating app.
secure transactions and signature.

e Authentication by certificates and
permissions: the authentication is done by

using MD5 fingerprint with SHA1/256 This testing mainly deals with the similar

functionalities like using Bluetooth, location
services etc of the device.

Native and hybrid app testing: (Tools used:
Browser stack, jadx-gui)

Operational testing: (Toolsused: Browser stack)
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@ Text search
Search for text:
bluetoath
Search definitions oft
[dass []method Field [ ]Eode

Search options:

[ case insensitive

a
Ly

c.a.a.d.tv_blustooth int

aarogyasetu.R.string.blustooth int

asrogyasetu.R.id.tv_bluetooth int

luetoothData.bluetoothMacAddress String

bluetooth_all times int

nic.goi.aarogyasetu.R.id. tv_blustosth_text int

nic.goi.aarogyasetu.R. string.bluetooth_and_gps int

G E e e s a s G e &]az
3 3 3 n
]
a
@
]
a
b
o
4
@
"
"
g
b
5
@
"
g
5
E
=
z
o
o
kS

B¢ t
nic.goi.asrogyasetu.R. layout.dialog_no_bluetooth int
B t

Code
int tv_bluetooth
int tv_blueteoth text
bluetoothtacAddress
n_cn_bluetooth all times
int blugtssth

int r

int turn_on_blustooth
int tv_BlUstosth_text
int blusteoth_and_gps
int bluetooth

int dialog no_bluctooth
int tv_blueteoth

Figure 2.9: Native and hybrid testing showing access of Bluetooth while using the App

Front-end testing: (Toolsused: Browser stack)

This testing mainly focuses on the
frontend Ul (User Interface) of the application and
its performance analysis.

Network compatibility testing:(Tools used:
Browser stack)

This test focuses on various network
related issues like packet loss, Jitters, network
speed test, storage databases and backend
testing[12].

Problem identification:

The accessibility audit has been done to verify
various vulnerabilities in the Aarogya setu App
which results in various problems that have to be
modified to maintain better compatibility, security
and at the same time not to reduce the device
capabilities. These are the major tools that has been
used in the overall audit process:

« Browser stack: Thistool is mainly used to
test the app for various devices and cross
platforms aong with network level
testing.

Jadx-gui: A mobile app is a .apk file
which is not in a readable format for the
user. To penetrate test the app we need to
convert the apk file into .Dex file (Dalvik
executables) to find the vulnerabilities in
the source code[15].

Apkmonk: Apkmonk is an dl-in-one
application data base for .apk files and its

0,
0‘0

0,
0‘0

version updates so far from the date of
release. In our analysis the Aarogya setu
application has been updated from 1.0.1
to 1.4.1 (13 versions) adding various
functionalities to the app. Recently the
latest update includes vaccine registration
and certificate download using registered
user mobile number[6][14][15].

The following are the problems that are identified
by the Accessibility audit for aarogya setu app:

i.  Theapp uses Bluetooth and location of the
device to find the location of the user, but
this makes the device get drained easily.

ii.  The application is not supporting screen
rotation gesture which will become
problem to old age people due to huge
content and updates.

iii.  The algorithm shows that the app uses
Bluetooth for location identification to
give active user in the device radius, but
Bluetooth gets signal only up to 30 feet
which is around 900 cms.

iv. The user data has been deleted for every 3
months for effected users and for everyone
month for non-effected users which makes
every user must register every time they
reinstall the app.

v.  The Aarogya setu continuously uses data
from government websites Mohfw.gov.in,
registry.gov and swaraksha.gov to attain
continuous covid updates which creates
loss of energy and data from the device.
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@ Text search

Search for text:
wakelock
Search definitions of:

Search options:

[ Case insensitive

& q.p.a.a.a(Intent) boolean

Node Code

& com.google.android.gms.measurement.AppMeasuremen...| className.putExtra("androidx.contentpager.content.wakelockid”, i);

& q.de.w.n.b.d.c() veid k.c().a(n, string.format("Releasing Wakelock %s for WorkSpec s, this.l, this.g), new Throwable[28]);
@ q.dé.w.n.b.d.f() void k.c().a(n, string.format("Acquiring wWakelock % WorkSpec ¥s", this.l, this.g), new Throwable[®]);

int intExtra = intent.getIntExtra("androidx.contentpager.content.Nakelockid”, 8);

& r.c.d.o.g.run() void Log.i("FirebaseMessaging”, ”
& r.c.d.o.g.run() void Log.i(

& r.c.d.o.g.run() void Log.i("FirebaseMassaging”, "
§ r.c.d.o.g.run() void Log.i("FirebaseMessaging”, "
& r.c.d.o.g.run() void Log.i("FirebaseMessaging”, "

ncTask's Wakelock was already released due to timecut.”);
ncTask's Wakelock was already released due to timeout.");
ncTask's WakelocK was already released due to timeout.");
ncTask's wakelock was already released due to timecut.”);

sSyncTask's wakeleck was already released due to timeout.”);

Figure 3.1: Identification of wake lock vulnerability due to Bluetooth and location access

In figure 3.1, we can observe a wake lock which
defines that the developer can be able to change the
conventional device power state which in return
degrade the of the device battery life. This shows
continuous usage of Bluetooth and location
becomes big vulnerability for the app.

‘iiﬁiiﬁli

GPS and GSM 5 gistance
Information

Base Station

Base Station

Proposed model:

Assisted GPS (A-GPS) is one of the major
models which is used to identify the actual location
of the device. Here we can see that aong with
satellite triangularization base station signals and
the Wi-Fi signals can be used to confirm the actual
triad when the user is in locked room. Since a base
station that is a conventional mobile tower can
cover up to 2.5kms.

G
8
009’

Stationary
GPS
Receiver

A-GPS Server

Figure 4.1: Proposed model for device location identification instead of using Bluetooth

In figure 4.1, we can observe assisted GPS (AGPS)
model in which the local base stations will act as a
backup for device location in critical situations like
closed room or any buildings where GPS cannot
find triangulation. [9]

Conclusion:

The accessibility assessment of aarogya setu
app has been done to find various vulnerabilities in

the application which is degrading the performance
of the application along with the device. The
continuous usage of Bluetooth and location
services in mobile device leads to device getting
drained easily. The assisted GPS is a hybrid model
of device location identification method where the
actual device location can be obtained even more
accurately with less losses to the device
performance[ 10].
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