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ABSTRACT:
Location-based services are quickly becoming immensely popular. In addition to services based
on users’ current location, many potential services rely on users’ location history, or
their spatial-temporal provenance. Malicious users may lie about their spatial-temporal
provenance without a carefully designed security system for users to prove their past locations.
In this paper, we present the Spatial-Temporal provenance Assurance with Mutual Proofs
(STAMP) scheme. STAMP is designed for ad-hoc mobile users generating location proofs for
each other in a distributed setting. However, it can easily accommodate trusted mobile users and
wireless access points. STAMP ensures the integrity and non-transferability of the location
proofs and protects users’ privacy. A semi-trusted Certification Authority is used to distribute
cryptographic keys as well as guard users against collusion by a light-weight entropy-based trust
evaluation approach. Our prototype implementation on the Android platform shows that STAMP
is low-cost in terms of computational and storage resources. Extensive simulation experiments
show that our entropy-based trust model is able to achieve high collusion detection accuracy.
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generation sources. In addition, in contrast
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in formation), a TTPU (Trusted Third Party

and privacy issues. First, involving multiple

for managing User information) and a CDA

parties in the generation of STP proofs may

(Cheating

jeopardize users' location privacy.

Detection

Authority).

Each

trusted entity knows either a user's identity
or his/her location, but not both. VeriPlace's
collusion detection works only if users
request their location proofs very frequently
so that the long distance between two
location proofs that are chronologically
close can be considered as anomalies. This
is not a realistic assumption because users
should have the control over the frequency
of their requests.
EXISTING SYSTEM: In the existing
system there is a lot of volunteers are needed
and also consuming lot of time. Location
privacy is an extremely important factor that

Location information is highly sensitive
personal data. Knowing where a person was
at a particular time, one can infer his/her
personal activities, political views, health
status, and launch unsolicited advertising,
physical attacks or harassment. Authenticity
of STP proofs should be one of the main
design goals in order to achieve integrity
and non-transferability of STP proofs.
Moreover, it is possible that multiple parties
collude and create fake STP proofs. There
are disadvantages in existing system they are


needs to be taken into consideration when
designing any location based systems.
Revealing

both

identity

and



location

information to an untreated party poses



threats to a mobile users. Today's locationbased services solely rely on users' devices



to determine their location, e.g., using GPS.
However, it allows malicious users to fake



Mechanisms to preserve users'
privacy and anonymity are not
provided.
Possibility of multiple parties to
collude and create fake STP proofs.
Revealing both identity and location
information to an untreated party
poses threats to a mobile users.
Lack of accuracy. It is very burden to
Users.
Lot of paper works.

their STP information.
Therefore, we need to involve third parties
in the creation of STP proofs in order to
achieve the integrity of the STP proofs.
This, however, opens a number of security
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capability of protecting users' privacy. Most
of the existing STP proof schemes rely on
wireless infrastructure to create proofs for
mobile users. However, it may not be
feasible for all types of applications.
Advantages of our system are:


A distributed STP proof generation
(STAMP) is introduced to achieve
integrity and non-transferability of
STP proofs.



STAMP is designed to maximize
users' anonymity and location
privacy. Users are given the control
over the location granularity of their
STP proofs.



STAMP is collusion-resistant. The
system is integrated into STAMP to
prevent a user from collecting proofs
on behalf of another user. An
entropy-based trust model is
proposed to detect users mutually
generating fake proofs for each
other.







A security analysis is presented to
prove STAMP achieves the security
and privacy objectives.



User friendly. Reduces paper works.
Easy communication between user
and the admin.

Fig: System Architecture
IMPLEMENTATION:
Every
implementation is having its own uses. We
discussed about the implementation of
opinion mining in this paper. They are:
User Details: The admin can view the
details of the registered user .From that he

A
prototype
application
is
implemented on the Android
platform. Experiments show that
STAMP requires preferably low
computational time and storage.

can access or perform further processing that

Reduce time for searching the route
between the locations. Gives
accurate details about the current
location.

can view the location with the time and date

he wants to do.
Location Details: The user share their
location details to admin from there admin

that the user has shared from there the admin
will verify his distance from the office and
send him a gift voucher to encourage him to
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come by walk to the office there by reducing

location which is known as the privacy

the health insurance issues for the office. In

preserving location sharing.

knowing the details the admin has to decrypt
the details because it will come as encrypted
by the user with a password. If only the
password is known means the admin can
decrypt the details about the user location

Sharing Password: For sharing password
the user will share his password to the admin
through mail. The admin will utilize the
password from the mail.

which is known as the privacy preserving

CONCLUSION: In this paper we have

location proof sharing. For decryption he

presented STAMP, which aims at providing

needs a password which is used by the user,

security and privacy assurance to mobile

the user sends he password to the user

users' proofs for their past location visits.

through email, from there admin can view

STAMP relies on mobile devices in vicinity

the password and utilize it for decryption.

to mutually generate location proofs or uses

Sending SMS: By verifying the distance in
the Google map the admin will come to the
conclusion that who are all eligible for the
gift voucher and send message to the users.
My Location: In the My location the user

wireless APs to generate location proofs.
Integrity and non-transferability of location
proofs and location privacy of users are the
main design goals of STAMP.
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