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Abstract— Net servers, info servers, cloud computing servers etc, are interconnected systems
and they are currently below threads from network attackers. Mutually of commonest and
aggressive suggests that Denial-of-Service (DoS) attacks cause serious effect on these computing
systems. In this paper, present the DoS attack detection system that uses MCA (Multivariate
Correlation Analysis) for exact characterization of network traffic by extracting the geometrical
correlations between features of network traffic. Proposed MCA-based DoS attack detection
system employs a principle of anomaly based detection in attack recognition. This makes the
solution capable of finding unknown and known DoS attacks effectively by learning patterns of
legitimate network traffic only. Index Terms— Denial of Service Attack, multivariate
correlations, Network traffic characterisation, Triangle area.

I.INTRODUCTION to even few minutes. It causes serious

DENIAL-OF-SERVICE attacks are one type
of menacing intrusive behavior aggressive
and for online servers. DoS attacks severely
decrease the availability of a victim, which
can be a node, a router, a host, or an entire
network. They inflict intensive calculation
tasks to the victim by flooding it with huge
amount of useless packets or exploiting its
system vulnerability. The victim can be

forced out of the service from a several days

damages to a services running on the victim.
Therefore, effective finding of DoS attacks
is important to a protection of online
services. Work on DoS attack detection the
primary focuses on the development of
network-based detection techniques.

Detection systems based on these techniques
monitor transmitting traffic over protected
networks. These mechanisms release the

protected online servers from the monitoring
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attacks and ensure that the servers can
dedicate themselves to provide quality
services with minimum delay in response.
Distributed opportunistic scheduling (DOS)
is inherently more complicated than
conventional opportunistic scheduling due to
the absence of a central entity that knows the
channel state of all stations [6].
Interconnected systems, such as cloud
computing servers, database servers and web
servers etc., are now under threads from
network attackers. As one of most common
attack is Denial of Service (DoS) these
attacks cause serious impact on the
computing system [8].

Denial of Service (DOS) attacks are
unlimited threat to internet sites and among
the hardest security problems in today*s
Internet. The problem of DoS attacks has
become well known, but it has been difficult
to find out the Denial of Service in the
Internet. Distributed Denial of Service
(DDoS) attack is a large-scale, coordinated
attack on an availability of services of a
victim system or network resource, launched
indirectly through many compromised

computers on the Internet. Researchers have
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come up with more and more specific
solutions to a DDoS problem [10].

With DOS, stations [9] use random access to
dispute for the channel and upon winning a
competition, they measure the conditions of
channel. After measuring a channel
conditions it gives up the transmission
opportunity if channel quality is not good;
otherwise, the station only transmits if the
channel quality is good. For selfish users the
distributed nature of DOS makes it
vulnerable. A selfish user can gain a greater
share of wireless resources at charges of
well-behaved users by using more
transmission opportunities and deviating

from.

1. OVERVIEW OF DOS

ATTACKS

A. Denial of Service Type

A Denial of Service attack is characterized
by the attackers to prevent legitimate users
of a service by an explicit attempt from
using that service. Examples include,
attempts to disrupt connections between two
machines thereby preventing access to the
service, attempts to flood a network, thereby

preventing legitimate network traffic.
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Attempts to prevent the particular individual ) )
) ] computer is used to flood a server with
from accessing a service, Attempts to ) )
) ] o packets, with the purpose of overloading the
disrupt service to the specific system or )
targeted server,,s bandwidth and resources

[10].Following are the different DoS Attack

classification:

person. Maintaining Integrity of the
Specifications [10]. The following figure

shows the basic structure of Denial of
e Network Device Level: DOS

attacks in the Network Device Level

Service Attack. The DoS structure consists

of three components as Attacker, Internet

] include attacks that might be caused
and the target on which the attacker can _ _
) ) . either by taking the advantage of
attack for prevention of user from its service ) )
bugs in software or by trying to
access.

I Attacker

exhaust the hardware resources of

network devices [10].

Internet
e Operating System Level: In an OS
Target Level DOS attacks take advantage
of the ways operating systems
Figure 1.0Overview of DOS Attack implement protocols [10].

DoS Attacks e Application based attacks: A great

. . . number of attacks try to settle a
DoS attacks see a Fig. 1, a single machine y

. machine or a service out of the order
can sent a huge number of malicious

packets, with the purpose of exhausting a either by taking advantage  of

. specific bugs in network
target,,s networking resources and

. . applications that are running on the
computational, or crashing the target. The PP g

aim of such attacks is to despoil appropriate target host or by using such

applications to dram a resources of
their victim [10].

access of users to the target,,s services. In a

DoS attack, one internet connection and one
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in that otherwise they should register
first[5].
2.Multivariate Correlation Analysis : DoS

e Data Flooding: An attacker may
attempt to use a bandwidth available

to a network, host or device at its

greatest extent, by sending massive attack traffic behaves differently from the

quantities of data and so causing it legitimate network traffic, and the behavior

to the process extremely large of network traffic is reflected by its

amounts of data [10]. statistical properties. To well describe these

statistical properties, we present a novel
Multivariate Correlation Analysis (MCA)

e Attacks based on protocol

features: DOS may take advantage

approach in this section. This MCA
of certain standard protocol features, PP

approach employs triangle area for
for example the several attacks PP Pioy g

. extracting the correlative information
exploit a fact that source addresses
between the features within an observed data
object[4].

3. Detection Mechanisms: We present a

can be spoofed [10].

I1l. RELATED WORK
threshold-based anomaly detector, whose

The implementation stage involves careful ) )
normal profiles are generated using purely

planning, investigation of the existing L .
legitimate network traffic records and

system and it’s constraints on . ] ]
utilized for future comparisons with new

implementation, designing of methods to ) . . .
incoming investigated traffic records. The

achieve changeover and evaluation of o ] ] )
dissimilarity between a new incoming traffic

changeover methods. Main Modules: ] o
record and the respective normal profile is

examined by the proposed detector. If the
1.User Module : In this module, Users are . .

dissimilarity is greater than a predetermined
having authentication and security to access ) )

threshold, the traffic record is flagged as an
the detail which is presented in the ontology . o

attack. Otherwise, it is labeled as a
system. Before accessing or searching the . )

legitimate traffic record[5]. Clearly, normal
details user should have the account ) ) ]

profiles and thresholds have direct influence
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on the performance of a threshold-based
detector. A low quality normal profile
causes an inaccurate characterization to
legitimate network traffic. Thus, we first
apply the proposed triangle area- based
MCA approach to analyze legitimate
network traffic, and the generated TAMs are
then used to supply quality features for
normal profile generation[4]. 4.
Computational complexity And Time Cost
Analysis: We conduct an analysis on the
computational complexity and the time cost
of our proposed MCA-based detection
system. On one hand, as discussed in,
triangle areas of all possible combinations of
any two distinct features in a traffic record
need to be computed when processing our
proposed MCA. The former technique
extracts the geometrical correlations hidden
in individual pairs of two distinct features
within each network traffic record, and
offers more accurate characterization for
network traffic behaviors. The latter
technique facilitates our system to be able to
distinguish both known and unknown DoS
attacks from legitimate network traffic. our
system to be able to distinguish both known

WWW.1jiemr.org

and unknown DoS attacks from legitimate

network traffic.
IV. PROPOSED WORK

The overview of proposed DoS attack
detection system architecture is given in this
portion, where the system framework and
detection mechanism are discussed. The
whole detection process consists of three
levels as shown in Fig.2.

Level 1. Multivariate correlation analysis
Level 2. Normal profile generation.

Level 3. Attack Detection.

A. Proposed Architecture

The framework consists of three Levels
Level 1: In this level the basic features are
generated from network traffic ingress to
internal network where proposed servers
resides in and are used to form the network
traffic records for well-defined time period.
Monitoring and analysing network to reduce
the malicious activities only on relevant
inbound traffic.

To provide a best protection for a targeted
internal network. This also enables our
detector to provide protection which is the
best fit for the targeted internal network

because legitimate traffic profiles used by
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the detectors are developed for a smaller
number of network services.

Level 2: In this step the Multivariate
Correlational Analysis is applied in which
the Triangle Area Map Generation module is
applied to extract the correlation between
two separate features within individual
traffic record. The distinct features are come
from level 1 or “feature normalization
module” in this step. All the extracted
correlation are stored in a place called
Triangle area Map(TAM), are then used to
replace the original records or normalized
feature record to represent the traffic record.
It*s differentiating between legitimate and
illegitimate traffic records.

Level 3: The anomaly based finding
mechanism is adopted in decision making.
Decision making involves two phases as

e Training phase.

e Test phase

Normal profile generation module is work in
“Training phase” to generate a profiles for
various types of traffic records and the
generated normal profiles are stored in a

database. The “Tested Profile Generation”
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module is used in the “test phase” to build
profiles for individual observed traffic
records. Then at last the tested profiles are
handed over to “Attack Detection” module it
compares tested profile with stored normal
profiles. This distinguishes the Dos attack
from legitimate traffic.

This needs the expertise in the targeted
detection algorithm and it is manual task.
Particularly, two levels (i.e., the Training
Phase and the Test Phase) are included in
Decision Making. The Normal Profile
Generation module is operated in a Training
Phase [1] to generate profiles for various
types of legal records of traffic, and the
normal profiles generated are stored in the
database. The tested profile generation
module is used in a Test Phase to build
profiles for the each observed traffic
documentation. Next, the profiles of tested
are passed over to an attack detection part,
which calculates the tested profiles for
individual with the self-stored profiles of
normal. A threshold based classifier is
employed in the attack detection portion
module to differentiate DoS attacks from
appropriate traffic [8].

B. Multivariate Correlation Analysis
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DoS attack traffic treat differently from the
appropriate traffic of network and the
behaviour of network traffic is reflected by
its geometric means. To well describe these
statistical ~ properties, here a novel
multivariate correlation analysis (MCA)
moves toward in this part. This multivariate
correlation analysis approach use triangle
area for remove the correlative data between
features within a data object of observed
(i.e. a traffic record).

C. Detection Mechanism

In this section, we present a threshold based
on anomaly finder whose regular profiles are
produced using purely legal records of
network traffic and utilized for the future
distinguish with new incoming investigated
traffic report. The difference between an
individual normal outline and a fresh
arriving traffic record is examined by the
planned detector. If the variation is large
than a pre-determined threshold, then a
record of traffic is coloured as an attack
otherwise it is marked as the legal traffic

record.
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Traffic of Network

Feature
Generation for
Single Record

Multivariate Correlation Analysis

Normalization
of Feature

Triangle Area Map Generate
For Single Record

Training Phase Test Phase

Decision Making

Normal Profile
Generation

Tested Profile
Generation for
single Record

Attack Detection
for Single Record

Normal Profiles of
Trained Records

Figure 2. Framework of Denial of Service
Attack Detection System

D. Algorithm for Normal Profile
Generation

In this algorithm [1] the normal profile Pro
is built through the density estimation of the
MDs between individual legitimate training
traffic records (TAM normal, i, lower) and
the expectation (TAM normal, lower) of the
g legitimate training traffic records.

Step 1: Input network traffic records.
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Step 2: Extract original features of
individual records.

Step 3: Apply the concept of triangle area to
extract the geometrical correlation between
the jth and kth features in the vector xi.

Step 4: Normal profile generation

I. Generate triangle area map of each record.

Ii. Generate covariance matrix.

iii. Calculate MD between legitimate
record”s TAM and input records TAM

iv. Calculate mean

v. Calculate standard deviation.

vi. Return pro.

Step 5: Attack Detection.

i. Input: observed traffic, normal profile and
alpha.

ii. Generate TAM for i/p traffic

iii. Calculate MD between normal profile
and i/p traffic

iv. If MD < threshold

Detect Normal

Else

Detect attack.
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In the training phase, we employ only the
normal records. Normal profiles are built
with respect to the wvarious types of
appropriate traffic using the algorithm
describe below. Clearly, normal profiles and
threshold points have the direct power on
the performance of the threshold based
detector. An underlying quality usual shape
origins a mistaken characterization to
correct traffic of network.

E. Naive Bayes Algorithm for Attack
Detection

This algorithm is used for classification
purpose.

Stepl: Task is to classify new packets as
they arrive, i.e., decide to which class label
they belong, based on the currently existing
traffic record.

Step2: Formulated our prior probability, so
ready to classify a new Packet.

Step 3: Then we calculate the number of
points in the packet belonging to each traffic
record.

Step 4: Final classification is produced by
combining both sources of information, i.e.,
the prior and to form a posterior probability.
F. Mathematical Modeling

Let S be the system which we use to find the

DoS attack detection system. They equip
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proposed detection system with capabilities @
of accurate characterization for traffic s D
behaviors and detection of known and H'Q'mw
. ~d
unknown attacks respectively. NP
e Input: Given an arbitrary dataset X ~ AD
={x1,x2, - - -, xn} @DP
e Output: DP (Detected Packets) :
Output
DP={n,m}
V. EVALUATION AND
Where n is normal packets and M is the
ANALYSIS

malicious packets.

Process: S= {D, mvc, NP, AD, DP}
Where, S= System.

D= Dataset

we can see in fig.3 , it shows the graph of
accuracy achieved while DDoS attack

mvc = Multivariate correlation analysis. detection in distributed networks. There are

NP = Normal profile generation.
AD =Attack detection.
DP= Detected packets.

2 methods use for detection. First is MCA
based attack detection method and second is
our proposed work method which shows that
our proposed method achieves highest
accuracy of 99 % and existing method
achieves accuracy of 80%.
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Figure 3. Accuracy Graph Figure 4. Attack Detection Rate Graph

As we can see in fig.4, it shows the graph of

r |
| False Alamm Rate =22

detection rate achieved while DDoS attack —
False Alarm Graph

detection in distributed networks. The

in %o

following graph shows that proposed

method i.e. naive bayes classifier has highest
detection rate of 95% as compared to
previous method i.e. MCA method who

~alse Alarm Rate

achieves 81% detection rate. | T———

As we can see in fig.5 , it shows the graph of

false alarm rate achieved while DDoS attack

detection in distributed networks. The below

given graph shows that proposed has lowest Figure 5. False Alarm rate graph

false alarm rate as compared to existing PERFORMANCE ANALYSIS

MCA based method. e Detection Rate: The detection rate
is defined as the number of intrusion

instances detected by the system
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(True Positive) divided by the total
number of intrusion instances

present in the test set.

e False Alarm Rate: Defined as the

number of ‘'normal’  patterns
classified as attacks (False Positive)
divided by the total number of

'normal’ patterns.

ALERT TYPE:
e True Positive: : Attack - Alert

e False Positive: : No attack - Alert
e False Negative: : Attack - No Alert

e True Negative: : No attack - No

Alert

Terms:
True Positive: A legitimate attack which

triggers IDS to produce an alarm.

e False Positive: An event signalling
IDS to produce an alarm when no

attack has taken place.

e False Negative: When no alarm is
raised when an attack has taken
place.

WWW.1jiemr.org

e True Negative: An event when no
attack has taken place and no
detection is made.

V1. CONCLUSION

This paper has presented a MCA-based DoS
attack detection system which is powered by
a triangle-area based MCA technique and an
anomaly-based detection technique. The
former technique extracts geometrical
correlations hidden in individual pairs of
two distinct features within the each network
traffic record, and offers more accurate
characterization  for  network traffic
behaviors. The latter technique facilitates
our system to be able to distinguish both
known and unknown DoS attacks from
proper network traffic. In this techniques are
Time complexity is reduced, also Results are
taken on real time dataset and false positive

rate is reduced.
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