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Abstract:  

In this paper a novel certification method in online voting system using facial detection of the 

voter. In India, at present there are two types of voting scheme in put into practice. They are 

top secret Ballet paper and Electronic Voting Machines (EVM), but both of the procedure has 

a few limits. Indian online voting is a face up to put into practice. The present voting system 

is not in safe hands. The voters require going dispersed places like polling booths and 

standing in a lengthy line up to cast their vote, for the reason that most of the people miss 

their possibility of voting. The voter who is not eligible can also cast their vote by false that 

means which may lead to a lot of troubles. So in this paper, we have to recommend a scheme 

for voting which is extremely effectual in voting system. In this process, we have 3 stage of 

security in voting procedure. The initial level is the authentication of Aadhar number, second 

stage is the authentication of Voter ID and third stage is facing matching. The protection level 

of our scheme is really enhanced by the novel application technique for every voter. The user 

authentication procedure of the scheme is enhanced by addition face detection using by 

application which will recognize whether the user is authenticated user or not. 
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Introduction 

Voting is fundamental right for each and 

every individual in our country. Each and 

every person has the “right to vote”. But 

not everyone is utilizing their right, 

because of various reasons. The voting is 

held in various levels, like municipal 

elections, State elections and Central 

Elections. So, in order to make voting easy 

and increase the voting percentage we use 

technology to enhance the method of 

voting through face recognition. Coming 

to the security we are using LBPH (Linear 

Binary Pattern Histograms) algorithm. In 

this algorithm, the face is captured and 

trained. At this stage during training, first 

the faces are converted into gray scale 

images and then the points or pixels 

obtained through the gray images are then 

converted into Histograms and these 

histograms contains some values and these 

values are converted into a single value 

i.e., from binary digits to a decimal 

number. Because of this there will be an 

enormous increase in the voting 

percentage as each and every one can vote 

easily by going to their nearest polling 

booths. And most importantly the false or 

fake voting will be reduced. 

Existing System 

The existing system is not too effective. At 

present there are two types of voting 

methods, they are: 

 Ballot Voting 

 EVM Voting 
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Ballot Voting: 

A ballot is a device used to cast votes in an 

election, and may be a piece of paper or a 

small ball used in secret voting. In this the 

voter is given a paper which consist of all 

the party symbols along with 

representative names in it. Here, people 

come to the polling booth, take the ballot 

paper and pole their vote by putting stamp 

on the desired party symbol. Finally, the 

ballot paper is folded and dropped into the 

ballot box. At last, the votes are counted 

by the Election commission officers. 

 

 
     Fig.1  Ballot Voting 

EVM (Electronic Voting Machine) 

Voting: 

An EVM is a device which is used for 

voting. This machine consists of party 

symbols along with the representative’s 

name and a button at the end for each and 

every party name. The voters come near 

the EVM machine after completion of their 

verification at the early level before 

voting. After verification the voter go near 

the EVM and cast their vote by pressing 

the button. After pressing the button, 7 

seconds later a beep occurs with a green 

light that indicates that the vote is 

submitted. The above procedures are not 

so accurate as there may be possibility for 

the false/fake voting. The ballot papers 

maybe lost at the time of counting which 

may affect results of the particular area or 

people may miscount the number of votes 

which leads authority into wrong hands. 

EVM machines sometimes get corrupted 

and polling gets stopped temporarily and a 

lot time is wasted or EVM may be 

tampered and the casted votes may be 

polled to a particular party only, even the 

vote is casted to different candidates or 

party. This may lead authority into wrong 

hands. 

 

 
 

     Fig. 2  EVM Voting 

 

The above two procedures also lack a 

security as one’s vote can be casted by 

another voter or even a miscellaneous 

person. This factor is known as fake 

voting. Without proper authentication 

there is a possibility of fake voting. So, the 

existing system is not efficient for voting. 

Even though there is very few false/fake 

voting, this minor setback can turn the 

results to opposite direction. 

Proposed System 

In this paper, we are operational with three 

dissimilar security hierarchies, they are: 

Level 1: Aadhar id number 

Initially at the time of voter registration, 

the system will ask for the Aadhar ID from 

the end used (voter). The entered exclusive 

number is demonstrated from the database 
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afford by the election commission. 

 Level 2: Voter id card number 

In the second stage of authentication, the 

voter has to come into the election 

commission voter’s id number. The 

entered id number is verified from the 

database afford by the election 

commission. 

 

 

Level 3: Face identification with 

particular election commission afford id 

number 

In this hierarchy, Local Binary Patterns 

Histogram (LBPH) algorithm is used to 

authenticate the facial image of the voters 

from the database afford by the election 

commission. If the face is matched with 

the given data and faces, it gives a 

message “Face Detected” then it directly 

redirects to the voting page. If the face is 

not matched then it gives a message as 

“Fraud Detected”. After going to the 

Voting page, the voter casts their vote in 

the webpage and then submits their vote. 

When the vote is submitted it gives a 

message “You have voted successfully. If 

the voter tries to vote again in the same 

session then it shows a message “You have 

already voted”. 

Experimental Results 

In this process we do the following steps: 

i. First a GUI opens with the options 

create dataset, train dataset, recognize and 

exit. 

ii. In the GUI first click on the Create 

dataset, then the anaconda prompt 

ask for the Aadhar       ID and 

Voter ID details to register. 

iii. After that a window is opened and 

then captures the face of the person. 

iv. Next, click on Train dataset on the 

GUI to train the existing images in the 

Database. 

v. Later, Click on recognize button on 

the GUI to recognize the person. If 

the face is detected then it directly 

redirects to the voting page, or it 

wil not redirect. 

vi. Finally, the user can cast their vote 

and Submit. Once the vote is 

submitted it shows “You have 

voted successfully”. If the user tries 

to vote again, then it shows “Fraud 

Detected”. 

 
Fig. 3 GUI with options 

 
Fig. 4 Details are filled for registration 

 
Fig. 5 Capturing of faces 
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Fig. 6  Training of all the images in the 

Database 

 

 
 

Fig. 7 Face is trained successfully 

 
 

Fig. 8 Voting page is opened after 

recognition 

 
 

Fig. 9 If the voter tries to vote again a 

message is generated as “Fraud Detected” 

Conclusion: 

So, we can observe that the existing 

system is not too efficient in terms of 

security and also fake voting is noticed 

everywhere at the time of elections. We 

can also observe that the hackers can 

easily hack the EVM machines and 

perform EVM tampering which leads to 

false voting. The proposed approach can 

overcome the problems and drawbacks of 

existing system, that ultimately reduce 

fake and false voting. As the face cannot 

be morphed easily in a live session even 

this would be a task for the hackers and 

ensures a secured and pleasant voting 

environment without inconvenience. From 

this approach people can easily vote from 

their nearest polling booths or even from 

their home if the people are aware of how 

the technology works and knowing about 

basic usage of the system. 
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